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Toward Secure
Routing Infrastructures

outing infrastructures—the protocols, data, and al-

gorithms that compute paths through intercon-

nected network devices—are possibly the most

vital, complex, and fragile components in the

global information infrastructure. They are also the least protected.
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Routing systems underlie nearly all
data communications and are found
at multiple layers of the network ar-
chitecture. From layer-2 systems
used to interconnect LAN switches
to the multiple layer-3 systems used
for Internet Protocol (IP) routing to
content- and context-based systems
at layer 4 and above, routing systems
provide the fundamental service of
organizing sets of interconnected
network devices into viable end-to-
end data paths.

Today, the IP routing infrastruc-
ture is the area of greatest security
concern. As the glue that intercon-
nects public and private networks,
IP routing infrastructures are some
of the largest, most complex control
systems in the modern information
infrastructure. In the public Inter-
net, for example, the IP routing
infrastructure comprises tens of
thousands of individual routing do-
mains, each employing numerous
distinct protocols and technologies
that operate as a loosely hierarchical
but interdependent global distrib-
uted system. In this article, we look
at the current state of, and practical
prospects for, security in IP routing
infrastructures.

Internet routing
system vulnerabilities

The design objectives and technolo-
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gies underlying IP routing protocols
vary greatly, according to their appli-
cations. The most common and im-
portant scope is the one focused on
unicast routing among fixed (that is,
nonmobile) hosts. The routing sys-
tem for this environment consists of
a two-level hierarchy of protocols:

o Intradomain protocols (or interior
gateway protocols [IGPs]) are
designed for use within single ad-
ministrative or management do-
mains (called autonomous systems
[ASs]) with sparse connectivity
and little control of topologies.
IGPs typically optimize exploiting
all possible paths to achieve robust-
ness and responsiveness with little
or no concern for issues of policy
and trust. Examples of IGPs de-
ployed in the Internet today in-
clude Open Shortest Path First
(OSPF), Intermediate System to
Intermediate System (IS-IS), and
proprietary protocols such as
Cisco’s Enhanced Interior Gate-
way Routing Protocol (EIGRP).

Interdomain protocols (or exterior
gateway protocols [EGPs]) are de-
signed to route between ASs—an

environment in which administra-
tors have greater control of the
local topology but little if any trust
exists between remote domains.
EGPs typically optimize policy
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enforcement (that is, using only
policy-feasible paths) and global
stability over responsiveness and
ultimate connectivity. The only
significant EGP currently deployed
in the Internet is the Border Gate-
way Protocol (BGP).

Most large-scale routing systems
are somewhat vulnerable, given that
their control algorithms are carefully
tuned to address the inherent trade-
offs between responsiveness and sta-
bility based on typical nonmalicious
failure scenarios. That is, they aren’t
typically designed to address fo-
cused, malicious attacks. This is par-
ticularly true in the BGP routing
infrastructure. Although few docu-
mented attacks have focused on the
routing infrastructures to date, we
can’t expect such luck to continue.
As responses to common attacks
continue to harden hosts and appli-
cations, those seeking to disrupt net-
works will shift their efforts to the
underlying control systems. In fact,
attacking routing systems is often an
easier way to disable specific end ap-
plications or hosts." The many
threats to routing systems include
distinct classes of insider and out-
sider attacks as well as nonmalicious
failures and misconfigurations, all of
which can potentially cause cata-
strophic network failures.” Thus far,
for example, the most serious threats
to the BGP infrastructure have come
from misconfigurations that have led
to widespread, long-standing net-
work outages.3 In fact, the most
general formulation of the routing
robustness problem addresses rout-
ing in the face Byzantine failures, in
which some nodes operate in com-
pletely random ways.*
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That said, the threats from mali-
cious attack are both real and serious.
All routing protocols currently de-
ployed on the Internet are vulnerable
to several classes of attack. The sim-
plest, and perhaps most threatening, is
the compromise and control of valid
routers. Some reports suggest that
would-be attackers can gain access to
hundreds of BGP-speaking routers
on the black market for a single stolen
credit-card number. Even without
compromised routers, the routing
protocols and associated resources on
routers are vulnerable to attack from
remote nodes. Such attacks can focus
on control-plane resources (for ex-
ample, distributed denial-of-service
attacks on routing protocols), the
peering relationships among con-
nected routers, or the data content of
the protocol exchanges between peer
routers. Attacks can also focus on
lower-layer resources (such as physical
links and protocols) that interconnect
individual routers. In some cases, ma-
licious parties can exploit, as attack
vectors, the very mechanisms de-
signed to enhance stability during
typical failures.’

Among the many possible conse-
quences of attacks on routing is the
complete disabling or theft of data
and control traffic for vast segments of
global networks. Consequences in-
clude loss of connectivity (black holes
and partitions, for example), eaves-
dropping (routing traffic through ma-
licious nodes), suboptimal routing
(using congested, delayed, or unstable
paths), and routing system disruption
(causing churn and instability in the
routing protocols themselves, for in-
stance). All currently deployed rout-
ing protocols are vulnerable to many,
if not all, of these threat scenarios, and
the risks will only increase as we
expect more of routing systems
through enhanced services such as
traffic engineering and quality-of-
service (QoS)-sensitive routing.

Practical challenges
to secure routing

The usual risk—reward business is-

sues that inhibit the adoption of
many large-scale security technolo-
gies are partly responsible for the
current situation with the routing
infrastructure. To date neither the
threat—consequence potentials nor
the potential returns on investment
have been apparent enough to en-
courage commercial entities to de-
vote the necessary resources to
develop and deploy more-secure in-
frastructures. The other, related, cul-
prit is the absence of complete,
viable, standardized security solu-
tions for most routing technologies.
Both the problem space (agreeing
on the threats and security require-
ments) and the solution space (de-
signing security extensions or new
protocols) are extremely broad. (For
further discussion, see the IETF
Routing Protocol Security Re-
quirements working group at www.
ietf.org/html.charters/rpsec-charter.
html.) In particular, routing proto-
cols vary tremendously in their de-
sign and operation. No single
security solution can address all rout-
ing protocols. Even within a single
routing protocol different security
techniques might be required to ad-
dress peer-to-peer and multiparty
communications, single-hop and
multthop messages, and mutable and
immutable data components.

Attempts to add cryptographic
protections to routing protocols also
run into challenges such as

* incomplete knowledge of net-
work topology and difficulties
with clock synchronization;

multiple trust-relationship graphs
(for example, address administra-
tion, intra- versus interdomain,
and customer to service provider);

routing services’ need to boot-
strap themselves, thus complicat-
ing techniques that depend on
other components (such as public-
key infrastructure systems, direc-
tories, and management systems)
for basic startup operations.

Dynamic performance require-
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ments also add some serious con-
straints on secure routing solutions.
Many Internet routing systems
typically face trade-offs between
scalability and stability. The largest
routing systems (such as global
BGP) are distributed systems with
poorly understood global conver-
gence and stability properties. As a
practical matter, added security
mechanisms must not significantly
change otherwise viable routing
technologies’ scalability or perfor-
mance. Some practical require-
ments of operational routing
systems include IGPs that offer
subsecond convergence on very
large enterprise networks; BGP’s
global operational scale of tens of
thousands of domains and hun-
dreds of thousands of networks;
and mobile ad hoc networks’ sup-
port for thousands of nodes con-
stantly moving at vehicular speeds.
Additional challenges include the
performance constraints of the
platforms on which routing proto-
cols operate. At the core, for exam-
ple, more than three orders of
magnitude difference exist in the
control and data planes’ processing
capabilities; at the mobile edge,
battery life presents another impor-
tant design constraint. Finally, we
must address the practical problems
of adoption and deployment, in-
cluding a means for incremental or
partial deployment, favorable ben-
efit—risk models, and a viable
means for day-to-day operations
and management.

Routing security: Past,
present, and future

Given the looming vulnerabilities
and daunting problem space, what
can we say about where we stand
today and where to focus future ef-
forts? No widely deployed secure
routing protocols are in use today.
The current state of the art in pro-
tecting our routing infrastructures
relies on so-called best practices,
which include various simplistic
techniques (such as passwords, TCP
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IETF routing security standards activities

he Internet Engineering Task Force (www.ietf.org) is the open
Tstandardization body for protocols used in the public Internet.
The common security services specified for IETF standard routing
protocols (Open Shortest Path First [OSPF], Intermediate System to
Intermediate System [IS-IS], Border Gateway Protocol [BGP], and
so on) are integrity and authentication between protocol
neighbors. These protections are widely available in commercial
implementations. Other routing protocols and networking services
are layered over the common routing protocols—for virtual private
networks (VPNs) and traffic engineering, for instance—and rely on
the underlying protocols’ security.

The protections in these standards are mainly keyed hashes
based on the MD5 algorithm. Most of these designs have security
issues—in some cases, the keyed hash computation is unsophis-
ticated, whereas some other designs fail to provide for key
rollover or migration to other algorithms. With long-standing
concerns over MD5’s security, IETF working groups have recently
started efforts to move OSPF, IS-IS, and TCP MDS5 to a better

security footing. TCP MD5 is getting the most attention because
it's used to protect the BGP interdomain routing protocol and
therefore poses the widest risk. Different working groups have
received at least three different proposals. Given that this issue
combines TCP, routing, and security, the problem could require a
cross-disciplinary group.

Not all routing protocol protections are cryptography-based.
The Generalized TTL Security Mechanism (GTSM) defines a time-
to-live (TTL)-based mechanism to help routers ensure that the
packets they receive are from hosts one IP hop away. This helps to
ensure that packets come from neighboring routers, without
requiring cryptography. The last [ETF meeting also saw the intro-
duction of work that provides a threat analysis for network envi-
ronments and recommends protection choices by environment.
Well-received at presentations in several working group meetings,
this work is likely to move forward.

The protections specified for IETF standard routing protocols
focus on ensuring the integrity and authenticity of the connection
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authentication, route filters, and
private addressing) to mitigate the
most rudimentary vulnerabilities
and threats. The research and de-
velopment community has been
pursuing more complete solutions
to the problem for the past 15
years, at both theoretical and prac-
tical levels, including developing
specific extensions to commonly
used protocols. In the late 1990s,
several efforts proposed crypto-
graphic extensions to BGP and
OSPE To date, however, few of
these have achieved any significant
level of commercial implementa-
tion or deployment. In several
cases, the first-generation solu-
tions failed to meet many of the
performance and deployment con-
straints we mentioned because
they optimized security concerns
at all costs over those of scalability
and performance.

overments and the standardiza-
tion and development com-
munities have recently shown
renewed interest in routing secu-
rity. (See, for example, the US
Department of Homeland Secu-

rity-sponsored Secure Protocols
for the Routing Infrastructure
[SPRI] project; www.cyber.st.dhs.
gov/spri.html.) Within the Inter-
net Engineering Task Force
(IETF), working groups strive to
understand existing routing proto-
cols’ threat and consequence mod-
els and to launch new efforts to
better address the practical require-
ments and constraints of today’s
operational environments (see the
“IETF routing security standards
activities” sidebar). For example,
some recent proposals for secure
variants of BGP® aim to strike dif-
ferent balances between security
and performance.

Looking to the future, we can
identify several areas that require re-
search and potentially fundamen-
tally new approaches to routing
systems and routing security, in
order to provide better assurance
than is practical today:

o Secure protocol architectures. New
designs for the decomposition of
routing and security functions
should address the further decou-
pling of control and data planes
and the incorporation of pro-
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grammable technologies in the
data plane.

* Risk analysis. New models must
provide a better understanding
of the potential risks associated
with security vulnerabilities and
other potential forms of focused,
large-scale disruptions to routing
systems.

Flexible and survivable secure rout-
ing. Flexible designs that recog-
nize security as just one vital
component of the routing infra-
structure’s overall viability and
survivability could address envi-
ronments in which reputation
management is a trust con-
tinuum, rather than a Boolean
decision, thus letting systems se-
lectively and dynamically adapt
mechanisms to trade threat miti-
gations for performance, scalabil-
ity, and cost concerns.

Secure routing systems. System-level
designs should explicitly integrate
other security technologies such as
intrusion- or anomaly-detection
and firewalls as part of the secure
routing system.

Efficient  security  mechanisms ~for
routing. New cryptographic tech-
niques should ensure the authen-



between neighboring routers. More recently, the IETF has begun
to energetically address the very different problem of preventing a
faulty, misconfigured, or subverted router from causing wide-
spread damage. The Routing Protocol Security Requirements
(RPSec) and Secure Inter-Domain Routing (SIDR) working groups
are now addressing the problems of routing security, with
deliberate intent to consider these insider attacks.

The RPSec working group has recently completed work on a
document entitled “Generic Threats to Routing Protocols,” cur-
rently in the IETF RFC Editor queue.' Since then, the group has
devoted energy to the “BGP Security Requirements” draft, which is
nearing completion. It reached consensus on a requirement for
authorization to originate a BGP route to a network, but no con-
sensus exists on protecting more complex BGP-message attributes.
The working group is now considering work on a BGP attack tree,
OSPF vulnerabilities, and a summary of replay-related vulnera-

bilities in several different routing protocols.

The SIDR working group was chartered in 2006 to work on
those requirements that achieve consensus in the RPSEC working
group. The group is currently considering a public-key infra-

ticity, integrity, and freshness of
routing information with better
performance and fewer infrastruc-
ture requirements than those cur-
rently proposed.

Secure self-organizing networks. Self-

organizing networks  (sensor,
wireless ad hoc, large-scale peer-
to-peer networks, and so on), es-
pecially those that can’t assume the
existence of a fixed infrastructure,
pose significant security chal-
lenges, including secure group
formation, membership manage-
ment, and trust management be-

tween ephemeral groups.

We are entering a critical period in
the evolution of routing infrastruc-
tures. The complexity of, and re-
quirements imposed on, routing
technologies continue to escalate.
This capability—complexity growth
spiral will increase the potential vul-
nerabilities to, and consequences of,
focused routing system attacks. The
current generation of standardiza-
tion efforts is focused on adding a
practical level of assurance to today’s
routing technologies. Future re-
search directions point toward fun-
damentally new approaches to

achieving tomorrow’s secure routing
infrastructures. O
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